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What is SERVERware?
SERVERware delivers a wide range of IP services and applications with high availability, 
stability, and reliability for a maximum up-time. The product is continuously improved with new 
underlying virtualization technology, while still maintaining compatibility with older versions 
of PBXware. With SERVERware it is possible to host different types of clients with different 
PBXware editions at the same time all through one interface. The platform has shared, fault-
tolerant, highly available, and redundant network storage, high data integrity protection, and a 
built-in backup system, with the added possibility to replicate your data to a remote location, 
with the option for a swift takeover in case of a disaster. 

Bicom Systems’ SERVERware Virtualization Platform is available in the Standalone, Mirror, 
and Cluster Editions, offering fault tolerance, high availability, and processing and storage 
scalability.

               SERVERware
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Essential SERVERware Features & Benefits

             GEO-REDUNDANCY 

Geo-redundancy synchronizes data between different geographical locations. This feature 
enables companies to take over services on a remote site with minimal data shift, depending 
on how frequently data replication occurs between sites. The geo-redundant network offers 
more flexibility in infrastructure requirements and lowers the cost for the customer, while still 
providing a comprehensive graphical user interface that enables replication and takeover 
configuration to be performed in just a few clicks.

SERVERware system administrators can also configure an automatic takeover to the remote 
site, to reduce possible downtime in case of a disaster. 

             BACKUP

SERVERware provides a built-in backup feature to protect data of hosted VPSs in the event 
of a disaster. The whole setup and configuration of backups is dictated by the system 
administrator and can be defined through the user interface with a couple of clicks. In the 
event something happens to any of the VPSs, each individual VPS can be restored from the 
backup server(s) via the user interface.



             OCI IMAGE SUPPORT

SERVERware supports the third-party OCI images to be used as templates in the SERVERware 
infrastructure. Users can download the OCI images from the Docker Hub or a local/private 
repository as long as the OCI images are created according to the Hub Public rules.

             DOMAINS

With SERVERware, system administrators can manage users, domains, IP pools, service 
pools, all from one interface with the added benefit of using domains to enable easier 
resource management and isolation. A domain can represent a company, department, or an 
individual, each having its own resources and its own Domain Members. Domain Members 
consist of Domain Administrators, VPS Administrators, and VPS Owners, where each user 
has different permission levels, allowing resource management and monitoring.

SERVERware Virtualization Platform allows you to allocate and extend the IP pool in a LAN 
subnet and then split the IP pool per domain.
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             sipPROT

sipPROT is our built-in firewall that monitors and prevents SIP attacks, brute force break-in 
attempts and denial of service attacks. sipPROT features a fully automated attack protection 
system which blocks attacks more efficiently than most other solutions. SERVERware system 
administrators can block IPs coming from specific countries, specify malicious user agents 
that will automatically be blocked, manage lists of IP addresses that are allowed, blocked or 
dynamically blocked.

             SSL SETTINGS

SSL works by ensuring that any data transferred between users and websites, or between 
two systems, is impossible to read. It uses encryption algorithms to scramble data in transit, 
which prevents attackers from reading it as it is sent over the connection. With SERVERware, 
you can upload certificates through a dedicated menu in the user interface, either manually 
with your own private key, or automatically with a certificate from an ACME server, such as 
Let’s Encrypt.



           VIRTUAL NETWORKS

Virtual networks in SERVERware allow network administrators new and more efficient options 
to easily create a network connection between VPSs and greater flexibility in provisioning 
the network to specific needs and applications.

SERVERware uses WireGuard communication protocol to ensure the capacity to move 
workloads across the network infrastructure without compromising service, security, and 
availability.

Both, IPv4 and IPv6, are supported for virtual networks in SERVERware.

             VPS MANAGEMENT

With SERVERware you can easily deploy Virtual Private Servers (VPSs) using pre-allocated 
resource pools (CPUs, memory, storage, and broadband), but you can also create your 
own resource templates. SERVERware system administrators can access the command line 
interface of all VPSs, for easier management and troubleshooting.  
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             DNS & NAPTR/SRV

SERVERware comes with an integrated DNS (Domain Names System) server, allowing it to 
function as an authoritative server for DNS zones. When SERVERware hosts a DNS zone, it 
becomes the authoritative server for the names in that zone. In other words, it can answer 
queries for any name in that zone. Each VPS hosted on the SERVERware will be assigned a 
name in the zone and can be reached using its domain name rather than its IP address.

This gives SERVERware system administrators the ability to manage DNS/NAPTR records 
for all VPSs hosted on SERVERware through the same user interface. An additional benefit 
comes in the form of defining DNS zones, so in case of a take over to a remote location, 
your records will automatically be repointed to another IP address.

             SYSTEM DASHBOARD

Monitor your system resources and status of all hosts and VPSs with the SERVERware 
Dashboard. All relevant system information is contained within a single screen and delivered 
comprehensively in real-time. Recently triggered alarms are displayed on the dashboard, 
along with call and Meeting statics from all VPSs, as well as a short action log, containing 
useful information on most recent actions performed within the user interface.

             STORAGE STABILITY

The underlying storage solution in SERVERware is OpenZFS, next-generation file system 
technology. Thanks to OpenZFS, SERVERware supports:

• disk redundancy,
• expanding storage by adding more drives into the storage pool,
• adding hot spares that will automatically replace a failed disk,
• monitoring storage health,

and many more.
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